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Motivation: Why Obfuscation Matters

Code is at https://github.com/dragondoodler222/2881r-final-project

Chain of thought monitoring theoretically 
seems perfect for testing alignment

It therefore seems tempting to put 
optimization pressure on a model's chain of 
thought.

However, if models can obfuscate their 
thinking at all, it's possible an unaligned model 
can fully mask as an aligned one.

It is therefore critical to understand the 
obfuscation capabilities of current models, and 
when obfuscation emerges as a phenomenon.

LLMs can learn to hide their reasoning when 
incentivized, reducing the reliability of chain-of-
thought as an interpretability tool.

Summary

Experiment 1: Adversarial Game

Game Setup
We create an reinforcement learning 
environment via PPO with two simultaneously 
training models

This puts optimization pressure on the model 
to answer correctly and uninterpretably

Experiment 2: Partial Information Game

Experiment 3: Multi Agent Mafia

Game Setup
• 6 agents: 4 Villagers, 1 Doctor, 1 Mafia
• Public Agent CoT → Obfuscation Incentive

Experiment 1 Results

Experiment 1 Results (cont.)

Implications

Experiment 2 Results

• CoT monitoring is fragile; obfuscation can be learned on purpose.
• Weak/indirect incentives rarely induce obfuscation in small models, 

but stronger models may generalize more.
• Avoid tying reward directly to CoT content; doing so results in 

strategically deceptive reasoning. 

• Cooperative → remains transparent
• Competitive → moderate obfuscation
• Compression → remains equally interpretable
• CoT-Public → does not elicit deception

Experiment 3 Results

• Public chain of thought weakly induces 
strategic obfuscation and deceptive role playing 
in information asymmetric settings

1. Win Rate Over 100 Evaluation Games 

2. Mafia Debate Excerpts

Shared-policy PPO self-play

Experiment 1: Example Outputs

Game Setup
• 2 agents, each given partial information
• 2 rounds of message exchange to solve a 

task → both output binary answer
• Frozen adversary sees only messages → 

predicts answer (interpretability probe)

Training Conditions
• Cooperative: share information
• Competitive: B misleads A
• Compression: shorter messages rewarded
• CoT-Public: adversary sees reasoning → 

test concealment of internal thoughts

Successful 
Obfuscation

Refusal 
Paradox

Takeaways
• LLMs can intentionally hide 

reasoning when incentivized to
• Obfuscation strength increases 

with model capability

Future Work
• Larger models
• Co-training adversaries
• Longer-horizon reasoning tasks
• Better obfuscation metrics
• Mechanistic analysis of 

deceptive circuits

Accuracy of the model and the adversary 
over time. The adversary’s acc stays close to 
50% while the model achieves ~80%, 
indicating successful obfuscation.

The accuracies of the model and the 
adversary, and the coherency of the model’s 
answer are aggregated into a total reward 
for the model. Despite the incentive 
pressure the model succeeds in optimizing 
its reward objective.
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